24B¢»<>%

Management Information Systems

Fik WL/

A RFRFREEMN S S ITRA
vangqgianyo@nankai.edu.cn




I Chaptery

BERAGRE



V4

I 53 B4

BN LEERAGRE D B ARG F. Bl m?
7 2 a5 2] 69 7 AR = AT A7

A b5 R 0 LR AR ZR A AR S 4 R B
AR AE &K VR R T B TR Ao R A IR 2

w~

%
* X%
i i
2



I 77/ &5

1 _ELinkedIN.com® 35 £ ? &/ 3| Linked m

— [ER: KA e R 2R =2 247k,

— fRR T E BRI R mAR AT AR ERUE PR B, Blde, KA R

B 6 oeAr 5 A m 3 ik

- T E BB YA AR RIS LA ke K AR e A xR B R
- 20 B o

- AT AN A SHARNEHIEL AT RZ BE, F5NA0KPH

~2
7o



I 7.2 & 408 R Fe i 35 A

— Brab s B R G IEIRAATIT E. FR
B REFMEMRMEGE R, TR FZLK
%7

PRl

— AR R K TN TRy BURARLL LR

mﬁ,gﬁﬁﬁﬁmi%ﬁ%~ﬁia
A 3 B IEATAE

RS

ter

individuals s =..

‘Yb’ l
unauthunzed =""'""‘
A

c > %‘ s cuntent

information

= 18T0UpS 5 crlme

. hacker...._-.

lpmmt needed

virnsstrojang==
= §cummun|catm-|.|'s' i
1] . - ¢ -- attac o=
jware:phishif§
4 offensive

=
s
S
=
P
A
as
L

OURCE: © Rafal Olechowski/Shutterstock

11111111

pherterraisn

Vities =
I e w a I |h“k"|g

“gmalware-intruder

F oriminal 318




Il 71 & 2R B A3 R
A A B R T B AIR?

R %8 R
- R GREARER. BRER Y. BAAF S EE T RICRITH
O NDEES)
- BB (AR RER Y. KB ER)
Y-

— SRR IR H] XS EG R 26 B AL R
- RALBIHRENE RS E



I 7.2 & R0 R AR 35 A
kAR PR AR R

— — A TFWebtg p AARFIR R LM BT LIEWeb B P L. IRG-Bfe 5 HIEEFE 0900
AR, BNEMARLE LA %&%%moﬁi\ki\@%&i%%%M%ﬁé
SR L AT S 69 P BT

Client Communications Corporate Corporate
(User) Lines Servers Systems
\ o~
! ‘ I
e ‘ oue
i -—» Data- :
- \ 79 : bases !
4 : \/ — :
I : Hardware |
Operating Systems !
» Unauthorized * Tapping » Hacking : ngtwareg y :
access * Sniffing * Malware T
e Errors * Message e Theft and fraud ¢ Theft of data
alteration e Vandalism e Copying data
e Theft and * Denial-of-service e Alteration of data
fraud attacks e Hardware failure

* Radiation e Software failure

Copyright ©2014 Pearson Education



Il 7.2 & & F Ao 35 A
&) 4% B 9 I iR

— B4R AT

- AFMmE R, AR EERL AN 720 TN E XA

- WL EBR R ERA KT FADSLE HAFM B R AN E B LB RBNE, B
e NAE R B 269 B 4R Ak N 5 T 2 KRR

— KRB H 6 i A B AR A H69IPiE%, BpVolP (Voice over IP)

~ WFuRHE, BpAP4Z &IM (instant messaging) Fexf % P2P (peer-to-peer)
- E&
- M AR B T R A

— A MEE G ILE



I 7.2 3R AR B e 35 A

Tk W) 450 & B EX,
- AR 09 KBAR 55 5 M) 3
— JRE-EA:12SSID (service set identifier)
— FALIRR] 37 1]k
R 4%
- — B WNZ A 6 BT AL 5 B
By 55 & (wardriving)
- B EANS BRI RE AR LRTERN, UEBRLEMLY LS
- —BNBRHFEANER, NMZEHE T LA AR A Gk 9 AL N &R 3 3 e SO

|
N



Il 71 & %R B Fep 28 R
* Wi-Fiay 22 pk X,
— HF SZWi-FiR & 5 5 NIZ
5, AR R 5 AR
)X TR R PIC T S Yo
AR 2] R 25 6 7R

Authentication request

B
Challenge
Response
>
Success
Intruder

Copyright ©2014 Pearson Education

Legitimate user



I 7.2 3R AR B e 35 A

L & 2 A% malware

— IR FE virus
o —FPIBFAR P RmFERFTHHEILT, WEELTCHFESRE K
P& A L VA IAT 69 B SR AR 5

— %E & worms
o —HPRLAYIH HAAALS, TAEML LR TA— G AL N2 5
— & A
- 3& R Fogm a0 & T X
e T# K5 (drive-by downloads)
o W, oLk S H B BT AZ e AE 1E 69 M A
e Web i 3t & 4+ 2 W 4 _E &9 T #X,



Il 7.1 & %R IR FedR X% A

o\.s ASA ELF}\/H: (4% 4

;%%mﬁﬁ%ﬁmﬁﬁ$%%ﬁ%

o A 3]i% %,3E (McAfee) f£20125F & I T ¥£13,0004 K [5) 2 7Y 69 41
5+ 1K %00 & T R A

— 5}% é}’f?‘)}'\% Trojan horse
o —FERAES, EAMRMBEZAME - L TR G FERE
— SQL 7= N2k sal injection attack

o SQL/E AN FH A Al — 2 2 A2 1k £ 49 Web 2 F] 24 69 I R K- % & 42 5 AL
ZINF| b 6 A GiFe 25



I 7.2 3R AR B e 35 A

TS BAF (ws)
— 8] ZE BRAF spyware
- XN H TR R A LSRR P0G LR ES A
JR %
— AR ILR B key-loggers
s WRTHEMNEENFREEUG BRI T 5. EHM&E. KFTH P
R P Ag i B RBARAP I B AR R ERL, RE KR AeAE A5
AAZ &
o il
s TEMURNER
s TR KRFR
o @it K= & AN FREAKT AL 453 %3 (McAfee) 2201255 & I
T #£13,0004 R ] £ A 649 4+ 3 45 3 1% & 09 B & B



I 7.2 3R AR B e 35 A
FE L5 AR
- 2% (hacker) #=3 % (cracker)
- S
° RHANIZ
* BZIRAK
o L& M & m 4T A (cybervandalism)

o MEF W AR, EEEZ AW E LA LR KA



I 7.2 A 408 B Fepi 35 A
W, 5 2 3R spoofing
— Fe B W sE4H R B 6 K sk
- o MAEHEIRFATS —ANG R P LR A 235 F 6 R 35 R F) A ik
AR5 sniffer
- —FPER %P B E S EW 5T

a - A% B KA B N L FALAT I T BB ML LA AZ &, @& BT oA
& 28] A Fa U R E



I 7.2 3R AR B e 35 A

FEB RS+ ¢ Denial-of-service attack, DoS attack)

- BEIGE—ANM&E, &R &IRS 25 X Web iR 4% & % T L 77 6988

15 IR G537 RIE AR W L5 1 BT VA B P 283 B ik ) 37 R AL R g B 4 3
2 ﬁj‘ i\,‘;}E ?E’Z}]&é}iii‘ (Distributed Denial-of-service attack, DDoS attack )
- MR HFHF S 69t AR R AT B R E L 4%
- &7 K

o AT EZ BEEBZTHRMN BFT AMATHAMLRA K 24

o IR _L90% &9 i 3K vk A Fn80% 49 B T AR A AR L WAR S M A% 3%

o Grum{g ) W : 54| 756778477 & it H#L



I 7.2 A %R B Aot 5 A
T+ A FB computer crime
— B SLAMEAT F B A) R T ARSI iR LA F ik R AT A, T A A
& FaAiF
— I EAAICE B AR, Hlde:
o BRI 9 AR E KB
o REZWMINITHEIA %
- A HAAMALFE T L, #lde:
o IR LA
o f& ] W T R AR OT SR IR A A



I 7.2 3R AR B e 35 A

£ 5 %5 ] identity theft
- BRAMAXEEZE (AR5, BRS. ZAF5F) UBFRAGIILE
W 2544 . phishing
- 458 AR L B RAR M 35 R AR B TR R IRIA P e AN AR B
IR & SR evil twin
. - —FPER P B AT AR 0 5 T AR A
— H BRI TTAZ OWI-Fi R 453 W 24509 L& W 4



I 7.2 R AR B A 35 A

fl%/{%i- pharming
- A PR AN RIRMN T, BRI P AR R AR I E P N T B
A9 M Ak

B M E click fraud

- MABHFNARF RIS E AR, MEAARE S ETHIA L
Wy 3% FF on 6 £ TR

b % 423k @0h: WME&EWH T U Fe W & % oberwarfare



|l 7.2 2 20088 Fodk 2k

M ERRM BT
- RAERME R A TR A
A

o L ENAFFE A BT AABE RG] B AR R T E BT 8 T ) 1 A DR IR A



Il 72 R AR B A A
A 1)
— T A AR AR 6 B [ 3 PR K AR T
o [& i f7bug RAZ KA £
o ERR AR Tk S LR TG B A AR AT T At AT AR A AT ] 9K
o T b B8 B G 3 AR AR IR 4 R S NAZ B R T R AL

- AT
I o A BRI 8RR
o TR F AT RE, £ RIRF AR A TAF A,

B R R A AL B



I 7.2 %4535 &® 4R I 4h

K ERARETFHLL 42 E R L

dp A8 4 b Pl AT B B 53

U 69 AR S B
AT B S IR R A A Rk

— N REST R FEA L TG E R TS
e g AR R A TR R RIS Iy 6 AR T



I 7.2 %4536 4R MN1E
BT AARE A A REEZR
— R BEARISAE A B A EE (HIPAA) o [E AT A48T 4R399 B 55 B3 Fa s
AT b2 AR ) 89 HLE o 5
- BRBFARAEF: AEERIMBHRE P HIEZLRE
— FEPEAT- R LATA) A K (Sarbanes-Oxley Act) @ &) &R al R L% &
- BARIZ AL, AR N BRAE R Fo X I TF 6 W 5543 8: 89 S B P e R



I 7.2 %4536 4R MN1E

W, -fJE %
— AT AR AL RIEIE R T ALK FH RAEE
o HEANGEIE. BT, EEARERER LS TFE SRS IRRE T @K
3z
— B BTF A ER G NI LR A AR F R AT A
B 18] o2 4%

1 B HUEE

— XT AR AR AU SO B AU P PR R ey BRI AT A R W
B FZA KRBT, AE BT AR KA T PAE AR EAE

— B IR MRS BRI



I 732450 RRKERYES

z &R Gz
- AR Fe B S
— AR Fo B ) AR A )

B ARIE

- AP EMAR S 8RO et B, AR B A RIT ISR e 6
— M R AR5 7 | 0 FE

- E R TR 53 AU AR X 69 3R 35

- Vlﬁi‘?}ﬁka‘é‘%‘lﬂ\iﬁi@aé@, R, B, AR AAF T Eagiiea
& AR



I 734 5#ERRARERNRES
kG AR £ A

- A= H



I 7324 5ERRARERYRES
) PR 3 4
— A5 EAN T AR R AR AR 69 F TR, B de At ot AR A e T S AL T
- @I T B EFAA Fk
— PR R AT 8 BRI Re AR R B A 7 e A H AL 3E

— NREER ot
2 o Hr NIz 4|
o A2 4=
o k3=



I 7324550 ARIERGES

o OREIRE T B e R—ANEH IR LA T, Fasd iy

R A RS2 B
- R Fehy KA
- —F N REME
- Bk
- M K
TABLE 8.5 ONLINE ORDFR PROCESSING RISK ASSESSMENT
- PROBABILITY OF EXPECTED
i EXPOSURE OCCURRENCE (%) LOSS RANGE/ AVERAGE ($) ANNUAL LOSS ($)
Power failure 30% $5,000-$200,000 ($102,500) $30,750
Embezzlement 5% $1,000-$50,000 ($25,500) $1,275
User error 98% $200-$40,000 ($20,100) $19,698
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SECURITY PROFILE 1
User: Personnel Dept. Clerk
Location: Division 1
Employee |dentification

Codes with This Profile: 007583, 27834, 37665, 44116
Data Field Type of Access
Restrictions
All employee data for Read and Update
Division 1 only

* Medical history data None

e Salary None

* Pensionable earnings None

SECURITY PROFILE 2
User: Divisional Personnel Manager
Location: Division 1

Employee Identification
Codes with This Profile: 27321

Data Field Type of Access
Restrictions

All employee data for Read Only
Division 1 only
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Function: Loans Prepared by: J. Ericson Received by: T. Benson
Location: Peoria, IL  Date: June 16, 2013 Review date: June 28, 2013
Nature of Weakness | Chance for Error/Abuse Notification to Management
and Impact
Yes/ | Justification Report Management response
No date
User accounts with Yes | Leaves system open 5/10/13 Eliminate accounts
missing passwords to unauthorized without passwords
outsiders or attackers
5/10/13 Ensure only required
Network configured Yes | Exposes critical directories are
to allow some system files to hostile shared and that they
sharing of system parties connected to are protected with
files the network strong passwords
Software patches All production programs
can update No | require management
production programs approval; Standards and
without final approval Controls group assigns
from Standards and such cases to a temporary
Controls group production status

—
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(Transport Layer Security)

o A XA BN S-HTTP (Secure Hypertext Transfer Protocol)
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